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Artificial Intelligence (AI) is rapidly reshaping how individuals, 
institutions, and nations interact with knowledge and information. 
Beyond its promise to revolutionize decision-making and productivity, 
artificial intelligence (AI) presents difficult problems for intellectual 
security, which protects knowledge integrity, autonomous thought, 
and freedom from manipulation. The problem is made much more 
urgent in Nigeria, where there is a disparity in digital literacy and AI 
policy frameworks are still developing. Therefore, this study explored 
strategies for balanced AI use, highlighting the importance of strong 
ethical frameworks, legal limitations, and public education campaigns. 
The study adopted a convergent parallel mixed-method design, 
combining quantitative surveys with qualitative interviews for 
triangulation. Surveys and interviews were conducted with 300 
respondents and 15 key informants across Osun, Lagos, and Abuja 
with the help of three research assistants. A structured questionnaire 
and semi-structured interview guide were used to collect information 
from the respondents. The quantitative data were analyzed using 
descriptive statistics, and the qualitative data were analyzed 
thematically using NVivo 12 software. Results showed strong 
perceptions of AI’s benefits in information access and productivity but 
also concerns over misinformation and data manipulation. It was 
concluded that AI is a reflection of its design and is neither good nor 
harmful. This research is significant because it provides a balanced 
inquiry into AI’s benefits and risks, offering evidence-based insights 
to guide policymakers, educators, and society in navigating an AI-
driven future. It alsoenriches debates in AI ethics and digital sociology 
by framing AI as both a cognitive enabler and a potential manipulator. 
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1. INTRODUCTION 

The emergence of artificial intelligence has had a significant impact on intellectual 
security, which includes safeguarding knowledge, information integrity, and cognitive 
independence from external factors (Hashmi et al., 2025; Alotaibi, 2025). Their 
influence on intellectual security is becoming more and more evident due to the way 
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AI-driven systems affect many aspects of human life, such as social media algorithms, 
deep learning recommendation systems, and natural language processing models 
(Sarker et al., 2021). While AI presents challenges related to disinformation, 
monitoring, and intellectual manipulation, it also enhances the speed of information 
processing and bolsters digital security. 

Artificial intelligence (AI) has become one of the 21st century's most revolutionary 
technologies as a result of the digital revolution, impacting almost every facet of human 
activity (Păvăloaia & Necula, 2023). AI improves access to knowledge, productivity, 
and individualized learning globally, but it also poses a danger to intellectual freedom, 
privacy, and autonomy. In general, academics contend that artificial intelligence (AI) is 
a "new knowledge economy" that has the potential to transform human thought and 
judgment (Kolade & Owoseni, 2022). 

AI revolutionizes information processing, analysis, and security, improving 
intellectual security (Al-Suqri & Gillani, 2022). AI has enabled search engines, 
automatic translation, and digital assistants, changing how people obtain information. 
Google's AI-powered search engine and OpenAI's models make information easier to 
understand and find (Brennen et al., 2020). These tools make accurate and validated 
knowledge easier to locate, thereby lowering intellectual obstacles. AI-powered systems 
that adapt course materials to each student's learning style and speed may make learning 
easier for more students. AI-powered translation solutions allow non-native speakers to 
access information in their preferred language. Databases and search engines benefit 
from AI algorithms that efficiently and quickly extract meaningful information from 
vast data volumes. Summaries, articles, and reports help more people understand 
complex topics.  

AI-powered virtual assistants answer questions quickly and connect users to relevant 
resources, saving time. This technology makes specialized information accessible to 
non-experts by extracting patterns and insights from massive databases. This encourages 
educated choices. Speech recognition and text-to-speech are AI tools that help disabled 
people access information. These tools give everyone equitable access to available 
information. AI can propose great open educational resources to everyone with an 
internet connection (Tlili et al., 2021). Businesses utilize AI to give all employees the 
info they need to do their jobs. AI algorithms meticulously curate social media content 
to provide new information and opinions. AI improves efficiency, accessibility, and 
learning for everyone (Suryanarayana et al., 2024).  

Misinformation endangers intellectual security. Snopes and FactCheck.org use AI 
through machine learning and natural language processing to discover and disprove 
disinformation (Zhang & Ghorbani, 2020). Verifiable knowledge and less 
misinformation from automated fact-checking boost intellectual security. Artificial 
intelligence is crucial to fighting misinformation and boosting fact-checking. As online 
content grows, it becomes harder to tell fact from fiction. Our mission requires AI in 
numerous ways.  

AI systems can initially analyze large datasets at extraordinary speeds. They look for 
falsehoods in news, social media, and other digital content. Natural language processing 
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helps these systems quickly identify fraudulent information by identifying nuanced 
phrases that may indicate bias or inaccuracy. By protecting personal data online, AI 
boosts intellectual security. AI-driven automatic response and anomaly detection 
systems protect IP from cyberattacks (Tanikonda et al., 2022). AI-powered encryption 
protects critical discoveries and research. AI has transformed innovation management, 
digital security, cybersecurity, and IP protection (Aldoseri et al., 2024). AI is faster at 
detecting and mitigating cybersecurity attacks than traditional methods. Machine 
learning algorithms search large databases for security vulnerabilities. These systems 
can learn from new threats and adapt to scammers' latest tactics in real time. AI-driven 
anomaly detection systems can detect cyberattacks in network traffic. Unlike human 
teams working individually, automated response systems can minimize harm and restore 
security rapidly.  

AI-enabled education and digital literacy boost intellectual security (Biagini, 2025). 
Personalized learning systems like Duolingo and Coursera employ AI to tailor lectures 
to each student, according to Yekollu et al. (2024). It fosters intellectual independence. 
AI promotes critical thinking and digital literacy to help people identify fake news. AI 
is changing education, especially in technology proficiency and tailored learning. AI 
uses data and algorithms to personalize learning for each student. 

Individualized learning uses AI algorithms to analyze students' course engagement 
to determine their strengths, limitations, and learning styles (Kanchon et al., 2024). This 
data-driven method allows for evolving, personalized learning pathways. If a learner 
struggles with a concept, the AI can target their help or change the task's complexity to 
match their learning rate. Customization improves learning effectiveness and enjoyment 
since each learner receives personalized help. Despite its positive contributions to 
intellectual security, AI has certain detrimental effects. AI-powered algorithms, 
especially social media ones, can propagate misleading information quickly since 
recommendation algorithms emphasize interaction over accuracy (Shin et al., 2022). AI-
generated deepfakes increase intellectual uneasiness by creating lifelike false narratives 
(Chesney & Citron, 2019). While artificial intelligence (AI) has advanced in many 
sectors, its application in spreading misinformation and altering cognition threatens 
intellectual security (Saeidnia et al., 2025). AI's ability to quickly invent, exaggerate, 
and spread incorrect information encourages confusion and dishonesty. Deepfakes, 
realistic audio and video changes that depict individuals talking or doing things they 
never did, are one method AI uses to tell lies. Malicious use of this technology can 
damage media and public trust. According to Shoaib et al. (2023), deepfakes might 
"disrupt the fabric of reality," making it harder to differentiate fact from fiction. This 
technology affects public opinion and politics beyond entertainment. 

AI-powered surveillance capabilities like facial recognition and automated 
forecasting threaten IP. Companies and governments track internet activities with AI, 
raising privacy concerns (Zuboff, 2023). Monitoring may undermine intellectual 
freedom by stifling criticism and free speech. Artificial intelligence (AI) has 
transformed numerous industries, but its use in surveillance systems raises privacy and 
intellectual security concerns (Bécue et al., 2021). As governments and businesses 
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follow people with AI, personal freedoms and security are becoming increasingly 
stressed. AI-powered mass surveillance systems use complex algorithms to evaluate 
massive amounts of data from social media, communications, and public records. These 
technologies often track people without their consent. Zuboff (2023) claims that 
"surveillance capitalism" leverages personal data for control and profit, resulting in 
unprecedented observation of people's lives. The widespread use of these surveillance 
devices can chill people, prompting them to adjust their behavior out of fear of being 
watched, stifling free speech and critical thought.  

AI can increase security, but broad surveillance raises issues about intellectual 
security and privacy (Villegas-Ch & García-Ortiz, 2023). Strong regulatory frameworks 
that protect rights and democracy are now necessary due to the risk of broad monitoring, 
data exploitation, and suppression of free expression. We must strike a balance between 
security and privacy to foster creativity and intellectual curiosity. Artificial intelligence 
has evolved in many areas, but bias and ideological manipulation are major issues. 
These challenges compromise AI systems and intellectual security by changing 
perceptions and emotions, worsening social inequality. Unfortunately, AI systems 
sometimes use obsolete data that reinforces prejudice and preconceptions. Obermeyer 
et al. (2019) show that a common healthcare algorithm underestimates Black 
individuals' health needs, sustaining inequitable institutions. AI biases can affect 
recruiting, law enforcement, and service access. In important decision-making 
situations, these mechanisms could make procedures unfair and unequal. 

AI could control beliefs, which is worrisome. Some social media companies use 
algorithms to rank content, creating "echo chambers" that accentuate some viewpoints 
and marginalize others. Regulating narratives limits exposure to alternative perspectives 
and affects public opinion. AI-generated persuasive content like deepfake movies and 
automated news articles raises accuracy problems. These technologies may 
misrepresent reality, affecting public opinion and electoral outcomes. They may develop 
information that looks true, blurring the line between fact and fiction (Hermann, 2023). 
AI bias and misinformation threaten democratic societies beyond human experiences. 
Biased or manipulated news can't help Americans make wise judgments. Intellectual 
security loss hinders critical thinking and media and institution confidence. This makes 
society more divided. 

AI can improve many things, but it also poses risks to intellectual security. These 
challenges include AI's prejudice and capacity to spread harmful ideas (Bakiner, 2023; 
Habbal et al., 2024). Addressing these concerns requires collaboration to create ethical 
AI frameworks, increase openness, and promote data variety. To avoid bias and 
manipulation, AI systems must be fair and accountable. This will encourage thoughtful 
discussion and investigation. Although artificial intelligence (AI) offers many potential 
benefits, concerns remain regarding how technology may damage cognition and critical 
thinking (Spector & Ma, 2019; Gerlich, 2025). Information overload, algorithmic 
prejudice, and AI dependence endanger intellectual security. To solve these issues, we 
must promote critical technological engagement, digital literacy, and analytical skills in 
an increasingly automated society. 



                Volume 4, No 4, 2025, pp 1143 - 1156
 

 

1147

Africa has difficulties at the continental level, including low AI literacy, lax 
regulatory frameworks, and a propensity for false information. In this scenario, AI 
becomes both a developmental instrument and a possible danger to democratic 
governance and social cohesiveness. The dichotomy is particularly obvious in Nigeria, 
where AI increases productivity and learning but also exposes people to cognitive 
manipulation, spying, and false information. There is still a big knowledge gap since 
most Nigerians confuse cybersecurity with intellectual security, ignoring the cognitive 
and epistemological concerns that artificial intelligence poses. 

For people and society to retain their independence in thought and to fend off external 
influences and manipulation, intellectual security means safeguarding cognitive and 
ideological frameworks. With its applications in education, media, government, and 
cybersecurity, artificial intelligence (AI) is a game-changer in contemporary society that 
has a significant impact on intellectual security. This study examines how artificial 
intelligence (AI) can improve intellectual security through increased information 
availability, increased digital literacy, and enhanced fact-checking skills. This study 
therefore narrows the global conversation down to Nigeria, asking: How can society 
balance AI’s benefits against its risks to intellectual security? The paper emphasizes the 
negative effects, such as false information, cognitive manipulation, eavesdropping, and 
moral dilemmas. The two effects are examined in this study, which offers a fair 
assessment of the relationship between AI and intellectual security, with a focus on both 
its positive and negative impacts. This paper explores AI's dual position in intellectual 
security. The study also looks at ways to minimize AI risks while optimizing its 
advantages. 

This research is novel because it makes distinct contributions to both practice and 
scholarship. It is the first methodical attempt to map out empirically how Nigerians 
perceive intellectual security in the context of artificial intelligence's (AI) changing 
landscape. This study presents intellectual security as a separate and autonomous 
research concept, in contrast to most previous studies that include intellectual problems 
under the more general heading of cybersecurity. Additionally, it creates a balanced 
dual-assessment approach that avoids a biased viewpoint by evaluating AI's enabling 
potential and dangerous aspects at the same time. Most importantly, the study provides 
a Nigeria-specific viewpoint to the conversation on AI ethics, filling a notable vacuum 
in the literature, which remains overwhelmingly dominated by Euro-American contexts. 

There is a paradox in the growing incorporation of AI into intellectual and social life. 
AI increases productivity and personalization, but it also exposes people and 
organizations to ideological influence, intellectual manipulation, and spying. Nigeria, 
with its low digital literacy and ethical AI awareness, is particularly vulnerable to these 
hazards. This study is necessary because policy frameworks to control AI's influence on 
intellectual autonomy are still lacking. This study's primary purpose is to investigate the 
connection between artificial intelligence and intellectual security in Nigeria and to 
suggest ways to balance the technology's beneficial and detrimental effects on humans. 

The following research questions serve as the foundation for this investigation: 
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1. How does artificial intelligence (AI) improve the intellectual growth of Nigerian 
professionals?  

2. What risks does AI present to media, governance, and education's intellectual 
security?  

3. To what extent do Nigerians understand the threats that artificial intelligence 
technologies bring to intellectual security?  

4. How can legislative and educational strategies manage the balance between the 
positive and negative aspects of AI? 

 

2. METHOD 

The study adopted a convergent parallel mixed-method design, combining 
quantitative surveys with qualitative interviews for triangulation. The choice of a 
convergent parallel mixed-method design was deliberate because quantitative surveys 
measured the prevalence of perceptions, while qualitative interviews explored the depth 
of experiences. Through triangulation, combining data sources strengthened the validity 
of findings. As a complex phenomenon, intellectual security is multidimensional 
(cognitive, ethical, and technological); hence, a single method would be inadequate. 
Both statistical evidence and lived narratives are required to design effective 
interventions on policy framework. The following presents a convergent parallel mixed-
method design in Figure 1. 

 

 
Figure 1. Convergent Parallel Mixed-Method Design 

 
The steps involved in this method are: 
1. Design Phase: Formulation of research questions that require both qualitative 

and quantitative data. 
2. Data Collection: Simultaneous administration of surveys (300 respondents) and 

interviews (15 key informants). 
3. Data Analysis: Quantitative data analyzed with descriptive statistics; qualitative 

data coded thematically in NVivo. 
4. Comparison: Integration of results by comparing quantitative trends with 

qualitative narratives. 
5. Interpretation: Drawing conclusions by triangulating findings for convergence, 

divergence, or complementarity. 
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Thereby, in this study, surveys and interviews were conducted with 300 respondents 

and 15 key informants across Osun, Lagos, and Abuja with the help of three research 
assistants. The target population included educators, policymakers, IT professionals, 
and students in three Nigerian states: Osun, Lagos, and Abuja. A stratified sampling 
technique was used to select the respondents at 100 respondents per state and the capital 
territory. A structured questionnaire (Likert scale) and semi-structured interview guide 
were used to collect information from the respondents. The quantitative data were 
analyzed using descriptive statistics (mean, SD), and the qualitative data were analyzed 
thematically using NVivo 12 software. 

 
 

3. RESULTS AND DISCUSSION 
Results 

The results from the investigations are analysed as follows: 
Research Question 1. How does artificial intelligence (AI) improve the intellectual 

growth of Nigerian professionals?  
Table 1. Benefit of AI on the improvement of intellectual growth 

S/N Benefits Mean SD 
1. Quick and aster access to information 4.64 0.53 
2. Individualised Learning 4.30 0.29 
3. Improved Performance 4.50 0.61 
4. Amplified Originality 3.91 0.82 
 
Results from Table 1 show that quick and faster access to information (M = 4.64, SD 

= 0.53) received the highest mean score, according to Table 1's results, demonstrating 
that the majority of Nigerian professionals are aware of AI's capacity to deliver quick 
and effective access to pertinent knowledge resources. This figure illustrates how AI 
can decrease research time and improve intellectual pursuits' responsiveness. The next 
is improved performance (M = 4.50, SD = 0.61), demonstrating that AI tools such as 
digital assistants, predictive systems, and smart analytics improve user performance, 
particularly in handling complicated data, expediting processes, and assisting with 
decision-making. This improvement is in line with international research on 
productivity enhanced by AI. Individualized learning (M = 4.30, SD = 0.29), which has 
a very low standard deviation and shows excellent consensus among respondents, comes 
next. Personalized content delivery, adaptive learning algorithms, and tailored 
educational experiences foster more profound learning and intellectual engagement. 
Although amplified originality (M = 3.91, SD = 0.82) is slightly lower than other items, 
the standard deviation still indicates agreement; however, the higher SD suggests 
variability in responses—some may feel that AI supports creativity through idea 
generation, while others may be concerned that an over-reliance on tools like ChatGPT 
may suppress original thought. 
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Research Question 2. What risks does AI present to media, governance, and 
education's intellectual security? 

Table 2. Threats of AI to intellectual growth 
S/N Threats Mean SD 
1. Encouragement of Mental Sloth 4.10 0.72 
2. Dissemination of False Information 4.45 0.64 
3. Algorithmic Bias 3.68 0.92 
4. Infringement of Privacy 4.22 0.60 
 
The spread of false information (M = 4.45, SD = 0.64) was the most highly rated 

threat among the threats of AI to intellectual growth in Table 2, indicating a strong 
concern over AI's role in disseminating misinformation, particularly in media contexts 
through echo chambers, deepfakes, and auto-generated fake news. Respondents are also 
distressed about how AI systems gather, retain, and potentially use personal data, which 
is important for government monitoring as well as educational platforms. Mental sloth 
is encouraged (M = 4.10, SD = 0.72), which is indicative of worry that AI will supplant 
the need for introspection, problem-solving, and critical thinking. Over-reliance like this 
can eventually weaken intellectual rigor, and algorithmic bias (M = 3.68, SD = 0.92) 
was evaluated as the least dangerous but yet raised serious concerns. The high standard 
deviation suggests varying awareness levels among individuals regarding the potential 
institutionalization of biases in education admissions, media representation, and 
resource allocation. 

 
Research Question 3. To what extent do Nigerians understand the threats that 

artificial intelligence technologies bring to intellectual security? 
According to the research question's findings, Nigerian professionals and 

stakeholders have a substantial lack of understanding of the idea of intellectual security. 
Only 27% of respondents were able to define the term correctly, despite 41% of them 
reporting having heard it. Significantly, most participants confused cybersecurity with 
intellectual security, revealing a pervasive belief that intellectual concerns are restricted 
to digital identity theft or data breaches rather than including the wider cognitive and 
epistemological risks associated with AI systems. This misunderstanding is crucial 
because, whereas intellectual security focuses on protecting human thought, autonomy, 
creativity, and decision-making in a technologically advanced world, cybersecurity 
usually deals with protecting data, networks, and digital infrastructure. The confusion 
implies that many Nigerians lack the skills necessary to recognize or fend off more 
subtly applied AI-driven manipulation. People may become passive consumers of 
algorithmically selected content as a result of these dynamics, which can also weaken 
independent thought and hinder critical inquiry.  

Particularly instructive is the statement made by a policymaker: "We talk a lot about 
cybercrime, but we've disregarded how technology manipulates thinking processes." It 
captures the institutional ignorance of the more subtle effects of AI technologies on 
cognition. This realization demonstrates that even among decision-makers, the impact 
of AI on epistemology—that is, how humans learn, believe, and defend their beliefs—
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is not fully acknowledged. Artificial intelligence (AI)-driven recommendation engines, 
chatbots, and digital assistants that influence information exposure and emotional 
reactions frequently engage in this kind of covert, algorithmically embedded, and 
reinforced manipulation. Users who unwittingly cede their analytical liberty to 
intelligent systems run the risk of normalizing intellectual dependency. 

 
Research Question 4. How can the balance between the positive and negative 

aspects of AI be managed by legislative and educational strategies? 
Findings from the above RQ 4 revealed how urgent it is for Nigeria to implement 

legislative and educational measures to lessen the risks and maximize the advantages of 
artificial intelligence (AI). Although most participants recognized AI's transformational 
potential, especially in terms of increasing productivity, learning, and access to 
knowledge, there was considerable apprehension about its unchecked risks, which 
included algorithmic bias, misinformation, privacy invasion, and intellectual 
dependency. The necessity of strong legal frameworks governing the creation, 
application, and oversight of AI technologies was one of the most often cited tactics. 
Nigeria does not currently have a thorough AI policy that takes intellectual security, 
human rights protection, and ethical issues into account. 

The necessity for openness in the operation of AI systems, particularly those engaged 
in automated decision-making, content recommendation, or monitoring, emerged as a 
major topic in both survey and interview data. By lowering the cognitive gap between 
AI systems and human users, these actions can enable people to interact critically with 
AI-generated information instead of just passively consuming it. Educational 
strategies—especially media and AI literacy programs—are vital in preparing Nigerians 
with the tools to navigate the AI-driven digital environment. According to the survey, 
the majority of participants are not familiar with the concept of intellectual security, and 
many are not aware of how artificial intelligence influences their perceptions, thoughts, 
and beliefs. 

 
Results of Respondent Interviews 
The interviews revealed a set of nuanced perceptions that extended beyond the 

patterns captured in the survey data by revealing four interrelated themes that offered a 
deeper understanding of perceptions surrounding intellectual security in the age of AI. 
The first theme, preparedness at the policy level, highlighted a significant gap: while 
government discourse frequently emphasizes cybercrime, much less attention has been 
given to the subtle ways technology influences and manipulates cognitive processes. As 
a result, policymakers acknowledged that the gap represents a blind spot in national 
policy frameworks that could undermine long-term intellectual security. 

Academic integrity and originality were the second theme. Teachers expressed 
concern about students' growing reliance on AI tools for learning and assignments, 
warning that such dependence risks eroding creativity and originality. The topic of 
technological opacity surfaced as a third theme. IT experts express concern about the 
lack of transparency in algorithmic processes, despite the productivity gains 
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demonstrated by AI applications. Their statement that "we employ technology we don't 
entirely grasp" highlights how challenging it is to uphold responsibility in situations 
where even technically proficient users are unable to fully comprehend how AI operates.  

Lastly, a theme of students' judgment and information literacy emerged from the 
interviews. Students acknowledged that they found it difficult to distinguish between 
factual information and false information produced by AI, despite their excitement for 
AI-enabled learning. This conflict between exhilaration and vulnerability demonstrates 
the dual role of AI as both an enabler of learning and a possible source of intellectual 
distortion. Together, these themes demonstrate that intellectual security in Nigeria is not 
a monolithic concern but rather a layered challenge cutting across policy, education, 
technology, and student experience. 

 
Discussion 

Findings from the study highlight a dichotomy in the interaction between AI and 
intellectual life. AI might speed up learning and information access, but it can also skew 
reality and weaken critical thinking. A lack of awareness regarding intellectual security 
further increases susceptibility to manipulation. The results confirm global concerns 
(Chesney & Citron, 2019; Zuboff, 2023) about misinformation and surveillance but 
situate them in a Nigerian context where digital literacy is low. 

Nigerian professionals see AI as a potent tool for intellectual growth, particularly 
when it comes to performance improvement, individualized learning, and information 
accessibility. These findings validate AI's growing role in transforming the acquisition, 
retention, and application of knowledge. The poor originality score, however, prompts 
more research into how to strike a balance between creativity and AI support, raising 
questions about intellectual dependency versus intellectual autonomy. This aligns with 
the submission of Sarsia et al. (2023), who opines that the emergence of artificial 
intelligence has had a significant impact on intellectual security, which includes 
safeguarding knowledge, information integrity, and cognitive independence from 
external factors. While Alotaibi (2025) stresses AI’s positive role in knowledge security, 
this study shows that in Nigeria, risks outweigh benefits without strong policy support. 
In a similar vein, Habbal et al. (2024) posit that the influence of AI on intellectual 
security is becoming more and more evident due to the way AI-driven systems affect 
many aspects of human life, such as social media algorithms, deep learning 
recommendation systems, and natural language processing models. 

Despite the perceived benefits of AI, it poses real and significant risks to intellectual 
security. In a time where AI filters the majority of what individuals see and believe, the 
worry about false information and privacy violations is especially noteworthy. The 
integrity of the media, democratic processes, and educational freedom are all seriously 
threatened by these concerns. The idea that artificial intelligence (AI) encourages mental 
passivity emphasizes the necessity of interventions to maintain human autonomy and 
reasoning in AI-driven settings. The findings here are in tandem with the positions of 
Chesney and Citron (2019), who believed that the dissemination of false information 
can be aided by AI-powered algorithms, especially those found in social media, and 
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because recommendation algorithms value interaction over accuracy, false information 
spreads quickly, and that by producing false narratives that are incredibly lifelike, AI-
generated deep fakes further exacerbate intellectual unease. Practical alignment is seen 
with Floridi (2021), who emphasizes ethical frameworks, and Mitchell et al. (2019), 
who argue for algorithmic transparency. 

The findings also show a significant gap between the public's awareness of AI's 
consequences for intellectual autonomy and the technology's rapid growth, to which 
respondents suggested educating the public on intellectual security as a separate and 
crucial domain; integrating AI literacy and critical thinking into professional 
development programs, media discourse, and school curricula; and promoting inclusive 
policy discussions that treat intellectual security as a national priority on par with 
cybersecurity. This aligns with Burrell (2016), who submits that without initiatives to 
bridge the gap between the public's awareness of AI's consequences for intellectual 
autonomy and the technology's rapid growth, AI's potential to gradually undermine civic 
thinking and human independence in one of Africa's most vibrant digital societies may 
outweigh its advantages. 

It was also found out that an integrated strategy that combines legislative 
enforcement with educational reform is needed to balance the positive and negative 
aspects of AI in Nigeria. AI's potential for damage could eclipse its potential benefits in 
the absence of effective governance and citizen empowerment. Therefore, the 
cornerstones of a safe, intellectually independent digital future are ethical regulation, 
openness, digital literacy, and the proactive application of AI for social benefit. This is 
in alignment with the submissions of Floridi (2021) that to stop AI from spreading false 
information and abusing monitoring, governments and tech companies need to set moral 
standards and rules. Mitchell et al. (2019) also believe that to reduce biases and ensure 
the unbiased distribution of information, AI models need to include explainability and 
fairness. Lewandowsky et al. (2012) assert that educating individuals on the impact of 
AI on information processing and critical thinking will enable them to responsibly 
navigate digital spaces, and finally, Ferrara (2024) assert that AI technology can 
markedly expedite the fact-checking process by swiftly cross-referencing assertions 
with existing databases and reputable sources. 

Theoretically, this research advances intellectual security as a construct bridging AI 
ethics and cognitive sociology, while practically, it calls for AI literacy programs and 
AI-specific legislation in Nigeria. 

 
 

4. CONCLUSION 

This study has examined the complicated relationship between intellectual security and 
artificial intelligence (AI) in the Nigerian setting, providing a fair evaluation of AI's benefits 
and drawbacks. Results indicate that AI greatly improves intellectual development through 
performance optimization, tailored learning, and quick access to knowledge. However, it 
also poses genuine risks like false information, algorithmic bias, cognitive manipulation, 
invasion of privacy, and over-reliance, all of which can erode critical thinking and 
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intellectual independence. Since the majority of respondents confused intellectual security 
with cybersecurity, the study also reveals a significant knowledge gap in the general public. 
This lack of understanding provides a key risk in a digital world increasingly driven by AI 
algorithms and platforms. We need deliberate legislative and educational initiatives to 
balance the advantages and risks of AI. It is necessary to institutionalize critical engagement 
with technology, public education, and ethical government. Only by taking a 
multidisciplinary, policy-driven, and education-focused strategy can countries protect 
intellectual freedom and integrity while navigating the rapidly changing digital reality. 

Building upon the study's findings and analysis, several strategic recommendations are 
offered to ensure that integrating AI improves intellectual security and reduces related risks. 
Awareness campaigns are the easiest but most crucial step to improving intellectual security 
in Nigeria. These initiatives raise public awareness by distinguishing cybersecurity from 
intellectual security. Effective communication and media collaborations raise citizens' 
understanding of how AI affects cognitive functions, paving the way for more structured 
treatments. Building on this foundation, education is crucial. After awareness is raised, 
including AI literacy in the curriculum ensures that people—especially students—develop 
critical thinking skills to withstand exploitation. Incremental curricular changes, teacher 
retraining, and localized learning resources can gradually integrate intellectual resilience into 
school, although they are more challenging than public campaigns.  

Fact-checking tools are used more as awareness and education rise. Citizens who 
understand the risks of AI-driven deception are more likely to trust AI verification systems. 
Despite their technological sophistication, these tools can promote education and capitalize 
on awareness by providing real-time protection against incorrect information. Regulation 
becomes necessary as fact-checking systems expand. Independent monitoring organizations 
can build on awareness, education, and technology resources to ensure media, education, 
and governance accountability. Despite institutional and political complexity, such 
regulatory regimes are credible due to an aware public and a growing AI ecosystem. 
Legislation is the roadmap's longest and most comprehensive phase. By requiring user rights, 
transparency, and ethics in legislation, Nigeria may govern AI use and adapt to future 
technological advances. This phase is the hardest since it consolidates earlier work and aligns 
Nigeria with international best practices. 
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